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The Faculty of Cybersecurity, Computer and Software 

Engineering is academic and research structural unit of 

National Aviation University. It combines scientific 

laboratories and the following academic departments: 

 Applied Mathematics; 

 Computer Information Technologies; 

 Computer Systems and Networks; 

 Computerized Control System; 

 Computerized Systems of Information Security; 

 Information Security Means; 

 Information Technology Security; 

 Software Engineering. 

In our research at the Faculty of Cybersecurity, 

Computer and Software Engineering we focus on different 

aspects of advanced information technologies as well as 

cybersecurity. The research study of the faculty contains 

following directions but not limited by these: 
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1. Data encryption 

 

 

 

Our scientists have developed new block ciphers and 

hash-functions to provide high performance and security 

against known cyberattacks (so-called post-quantum 

algorithms). Also, the public key cryptography has interest 

for us – our experience is related to speed and security 

improvements of known algorithms for different hardware 

and software platforms. Another important sub-direction is 

the security analysis and cryptanalysis of block ciphers and 

hash functions: advanced ciphers use randomized 

substitution nodes that improve cryptanalysis complexity. 

Our researchers are working on the analytical assessment of 

ciphers practical security from the viewpoint of linear and 

differential (or other types of cryptanalytical attacks) 

cryptanalysis realization. 

Given results can be used to provide advanced ICT 

security as well as for blockchain, cloud and IoT security, 

cellular networks privacy providing, PRNG constructing, etc. 

 



2. Quantum cryptography 
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As is known the all traditional cryptographic methods 

have security, which bases on the impossibility of solving a 

certain mathematical problem for polynomial time. As an 

alternative quantum cryptography technologies don’t 

depend on the computational capabilities of the intruder, 

because they use the unique properties of quantum particles, 

and bases on the principles of quantum physics laws 

inviolability. From this viewpoint, our scientists focus on 

quantum cryptography systems and protocols development 

and its simulation. All these studies devoted to QKD and 

QSDC protocols creating and improving by the speed and 

error correction in quantum channel and security against 

coherent and non-coherent attacks. 

Given results can be important for ensuring a high level 

of data privacy (e.g. in critical infrastructures) and 

improving existed protocols such as BB84, SARG, COW, etc. 

 



3. 5G security and privacy 

 
The amount of traffic carried over wireless networks as 

well as the number of mobile devices is rapidly growing. 

The telecoms industry is undergoing a major 

transformation towards 5G networks to fulfill the needs of 

existing and emerging use cases. In these conditions, it is 

necessary immediately to define the new architecture for the 

5G to provide novel AI / ML-based algorithms which 

should give great opportunities to provide the highest 

cybersecurity level. In this direction our scientists focus on: 

updating 5G core network architecture; 5G cybersecurity 

architecture creation; 5G security functionality and 

procedures forming; 5G cybersecurity network-centric 

concept building; development the 5G-adopted advanced 

cybersecurity methods and software tools. 

Given results can be useful for intelligent segments in 

LTE / 5G (and future 6G) networks by network-centric cyber-

security concept to provide a high level of security and QoS. 

 



4. Incidents response  
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For effective information security management, the 

monitoring should provide real-time complex multilevel 

analysis of streams separate, uninformative and often 

contradictory initial information about new facilities or 

processes and dynamic of parameters changing. The system 

should be able to change the logic of the analysis of the 

existing situation as far as changing information sources 

and new information, which received about the current 

situation in cyberspace. From this viewpoint, in our 

research, we are focused on following issues: cyberincidents 

detection (by some parameters among other security events), 

identification (categories defining and classification), 

assessment (e.g. criticality or importance level), response 

and prediction.  

Given results can be used as an autonomous solution as 

well as a part of the Information Security Management 

System or SIEM for improving CERT / CSIRT and SOC 

activity. 

 



5. Critical information infrastructure protection 

1.Identification the state CII 

objects and forming the list of 

them

2.Assessment the importance 

(criticality) of the state CII 

objects

3.Assessment vulnerabilities 

and threats of the state CII 

objects

4.Development and 

implementation methods and 

tools of the state CII objects 

protection

5.Identification the level of 

cybersecurity of state CII 

objects

CIIP Concept
 

Present-day trends in ICT have caused phenomenal 

dependence the society form services which different 

infrastructure proposed. The quality and accessibility of 

these services are the main points of infrastructure 

development of the state – according to that, ensuring their 

protection and stability are the most essential and 

mandatory part of state security. Some spheres are more 

critical and need new specific approaches to security 

ensuring. Our scientists have developed new CIIP concept, 

new methods, data models and techniques for objects 

identification, criticality and security assessment in 

different sectors of critical infrastructure. Experimental 

studies were carried out in civil aviation sphere, but it can 

implement in other spheres. 

Given results can be used to identify objects and create 

its list of criticality to apply adequate security methods. 

Also, these can be useful for CIIP concepts, standards and 

frameworks. 

 



6. Penetration testing 

 
The main objective of penetration testing (pentesting) is 

to identify security weaknesses. Penetration testing can also 

be used to test an organization's security (information 

security) policy, its adherence to compliance requirements, 

its employees’ security awareness and the organization’s 

ability to identify and respond to security incidents (internal 

and external). Our scientists have developed new effective 

techniques for weaknesses identifying and assessing for 

state authorities including critical infrastructure (in 

particular, software, web-services, internal networks, 

databases and other resources). Its implementation and 

combining with CVSS system provides a quantitative 

assessment of defined weaknesses and its criticality for 

company. 

Given results can be used by private and state 

organization’s IT and network system managers, enabling 

them to make strategic decisions and prioritize remediation 

efforts. 

 

 



7. Information warfare 

 
Information-psychological warfare, as well as history 

falsification, formation of alternative picture of the world by 

mass media and others, are only part of the actual threats 

to national security today. These threats direct on the vital 

interests of the state, society and the individuals in 

connection with the possibility of negative informational 

influence on the minds and behavior of citizens, as well as 

on information resources and IT infrastructures. Advanced 

information weapon bases on AI technology and its defining 

is a very hard task. Our scientists have proposed new 

models, methods and tools for information-psychological 

influence detection, identifying and assessment. These 

solutions provide a quantitative assessment of influences 

realized via mass media channels, social services, etc. 

Given results can improve defining of manipulative 

influence and provide the security against social 

engineering attacks, media manipulations, deep fakes and 

others. 
 



8. Information security risk management 

 
Today there are many tools, methods and techniques for 

risk assessment in information security. But most of them 

use a probabilistic mechanism and experts in information 

security must be involved. This makes assessment not 

objective. From this viewpoint, our scientists have proposed 

new methods and models. It allows to formalize and 

support the process of creating specialized tools with the 

properties of adaptability, efficiency, functionality and 

reliability in security risk assessment of information system 

resources. Among other tools an adaptive system “Risk-

Calculator” was developed for effective quantitative 

information security risk assessment in real time 

Given results can be used in Information Security 

Management Systems combining with CVSS system for 

security risk analysis and quantitative assessment in 

different environments. 

 

 



9. Surveillance and search using UAVs 

 
Modern UAVs and support technologies find 

implementation in different spheres: from fighting a war 

and emergency response to forecasting weather, Internet 

access and food delivery. Our scientists have developed 

intelligent unmanned aircraft complex as well as 

information technologies for automated surveillance data 

processing based on CNN, DL, Data Mining and Statistical 

Data Science methods. In particular, it allows passive 

surveillance and active search with target support in 

automated (automatic) mode. This complex provides both 

adaptive and by special points search, coordinates 

determination for search objects, automatic search and 

support for given or operator-defined target, etc. 

Given results can be used for navigation systems as well 

as strike systems for homing by optical channel 

development; aviation surveillance systems and tactical 

drones creation. 
 


