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MATHEMATICAL MODELING OF THE MONITORING PROCESSES OF
THE FINANCIAL AND ECONOMIC ACTIVITY
Bolychev B.V., Yaremenko D.M.
National Aviation University, Kyiv
Academic Adviser: Zhuk P.F., Dr. SC.(Phys.-Math.)

I. Introduction. In the time of the rapid economic development, there is a demand
of automated systems which can control the money supply. After identifying the problem
in a graph-theoretic formulation, the researcher receives a powerful tool for solving it algorithms on graphs. This work deals with the problem of the modeling financial and
economic processes which describe the turnover of funds in order to control them.
II. Problem statement. On the proposed methodology, which is based on the
application of the depth-first search algorithm for the directed graph, to develop software
for modeling the states of the simplified financial and economic system and its analysis for
the presence of the hidden links in the system. Implement appropriate applications in
programming language C # and platform MathCad.
III. The main part. Detection of the existence of the links in the financial system.
Suppose we are given a certain financial and economic process S , with the finite set of states
St , t  1, , T . A simple model of the state is some network – a directed graph whose vertices –
the account numbers, and edges – the directions of recosting from the one account to another.
To fix the fact of the existing of the hidden links between accounts we offer the procedure of
graph edges classification – which is based on the depth-first search algorithm, realized on C#.
We can distinguish 4 types of edges: tree edges – coverage trees obtained while doing depthfirst search in a transposed graph, back edges – those, which can connect the vertex with
ancestors in the same tree, and also forward and cross edges. The existence of links is indicated
by presence of back edges, which, in turn, indicates about the refund of the transferred money to
the original account. To test the adequacy of the chosen approach, large-scale software testing
was performed for randomly oriented arbitrary-dimensional graphs presented by adjacency lists.
According to its results, it was found that the method always finds all the cycles existing in the
graph on arbitrary input data. Corruption schemes exposing. Based on the found results edge
classification in the above method, it is possible to determine the numbers of accounts
involved in the money laundering scheme by searching for strong connectivity components
- coverage trees obtained when looking deep in a transpose graph, consisting only of
forward and back edges. The MathCad application builds up a table of transpose graph
edges classification, with the help of which can be easily defined strongly connected
components analytically or graphically.
IV. Conclusions. We used a modification of the deep search method to analyze the
system, namely finding loops and highly connected components, the advantage of which is
the lack of recursion. An automated system for analyzing the process of controlling
financial activity using the above algorithms has been developed. Large-scale testing of the
developed software has been carried out. As a direction for the future research on this topic
it is possible to choose the stabilization of the financial system by establishing and
maintaining the maximum cash flow in the system.
References
1. Hopcroft John E. Efficient Algorithms for Graph Manipulation / John E. Hopcroft, Robert E. Tarjan //
Communications of the ACM. – 1973. – p. 372-378.
2. Kormen T. Algorithms. Construction and analysis / T. Cormen, C. Leiserson, R. Rivest, C. SteinKormen T.
Algoritmy. Postroyeniye i analiz / T. Kormen, CH. Leyzerson, R. Rivest, K. Shtayn -: M., 2005. - 1296 p. (in Russian).
3. Kubaychuk O.O. Optimization of control of the method of separation of strongly connected components on
graphs / OO Kubaychuk, SA Terenchuk, BM Eremenko // Engineering technique.
4. Optymizatsiya upravlinnya metodom vydilennya sylʹno zvʺyaznykh komponentiv na hrafakh / O. O. Kubaychuk,
S. A. Terenchuk, B. M. Yeremenko // Tekhnika budivnytstva. - 2008. - № 21. - P. 87-91. - Access mode:
http://nbuv.gov.ua/UJRN/tb_2008_21_18. (in Ukrainian)
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VOICE RECOGNITION SYSTEMS. THE VALUE OF PYTHON
PROGRAMMING LANGUAGE TECHNOLOGY
Voznytsia A.S.
National Aviation University, Kyiv
Scientific director – Savchenko A.S., associate Professor

I. Introduction. In the 21st century, there is a problem with system
automation, especially for people with disabilities. Until now, software for human
speech recognition seemed to be something extraordinary or too expensive.
Language is called a sequence of sounds. Sound works as a superposition of
waves of sounds at different frequencies. Waves are characterized in turn by
amplitude and frequency. It is known that in order for a digital signal to be stored on a
carrier, it must be broken down into several intervals, from which the average value
will be selected.
It follows that mechanical oscillations can be converted into a set of numbers
that will be created for processing on modern computers. That is, now the purpose of
speech recognition is to compare a large number of numerical values or digital signals,
or words in a language dictionary.
II. Problem statement. Found dictionaries of "sound" or warehouses that can
be put together to form text.
In addition, since it is too optimistic to create your own personal technology is
to use the basic functions of the Python language library.
There are only two problems: 1). the language block that changes and learns
the acoustic model is artificially increased by adding various noises to the speech
signals. [1] That is, it creates a problem, the other type of sounds are simply not taken
into account in initial training. 2). A large number of acoustic characteristics of the
user may sometimes not coincide with the typical voices used in language libraries.
The main problem is the change of standards, the example of which is the change of
the speaker's speech.
So, the purpose of this paper is to describe the basic concepts, problems and their
solutions with a simple and, in some sense, even intuitive programming language.
III. The main part. There is now a huge variety of commercial speech
recognition systems: Google, Amazon Alexa, IBM Watson, Siri, Yandex.
They are often free to use and offer open APIs (link). The recognition quality
of such systems is also quite high. What are their disadvantages and why bother with
open source systems?
 The above systems work over the Internet, respectively, if there is no network
they do not work.
 No user control: as we will see, the quality of recognition depends on the
language model used (different probability of different words in different
contexts, etc). Standard systems use an averaged language model, or a model
designed for their purposes, rather than our own.
 Transmitting data over the network can cause long delays with poor
communication quality
 Privacy issues
In recent years, the main trend in research in speech recognition has shifted
away from the use of hidden brand models. According to Markovsky's property, the
5
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next state – in this case the phoneme type sound unit – in the chain depends only on
the previous state and is not dependent on all other states in the past. Of course, this
model is very simplified, so for the construction of acoustic models now began to use
the recursive neural networks, which allow you to maintain long-term relationships.
The first results in 2014 showed that this approach allows to solve the problem of
speech recognition even better than the previously described hidden Markov models
with deep neural networks of direct distribution.
The development of modern speech technologies goes towards the
implementation of the full cycle of training systems of spontaneous speech recognition
without identifying individual acoustic and linguistic models.
How does Python and its PyAudio library work with systems? [2]
It all consists of several parts of automatic processing of actions that are aimed
at speech recognition based on statistical extracts:

The base of noise cleaning and separation of the useful impulse.

Evaluation in terms of similarity of sounds on several levels. That is, a
complex statistical model describing the speech of this sound is constructed.

The base of language, its model allows to count down sequences of words.

Use of the decoder. It combines data obtained from acoustic and language
models, and defines a possible set of words, which acts as the final result of
recognition.
Recognition steps in Python. [3]
1. The language is processed by evaluating the language impulse, its quality.
Interference and distortion levels are found.
2. The result of the previous paragraph goes to the module of acoustic
adaptation, directs the module of calculations and studies of speech parameters that
are possible for recognition.
3. The signal is received in its area study and the language is assessed in part.
4. Then back to the decoder.
The main advantage of such voice systems is ease and flexibility. That is, the
end is to deprive the user of the need to use touch and other methods of data entry and
commands.
Conclusions. As part of this work, voice recognition systems were studied and
the value of the technology in the Python programming language was investigated.
This area is in the stage of initial, but rapidly progressing analysis. It is the technology
of speech recognition that will start a new world.
Exactly when this question will be studied not only theoretically but
practically, we will get exactly that technology which will be able to return balance to
the world economy. The topicality of the problem is confirmed by studies of
institutions related to the work of the artificial intelligence system. It is the solution of
this issue that will be able to create a new leap in the development of world GDP.
References:
1. Mogens Herman Hansen & Thomas Heine Nielsen (2004). "Thessaly and Adjacent
Regions". An inventory of archaic and classical poleis. New York: Oxford University Press.
pp. 726–727. ISBN 0-19-814099-1..
2. Mogens Herman Hansen & Thomas Heine Nielsen (2004). "Thessaly and Adjacent
Regions". An inventory of archaic and classical poleis. New York: Oxford University Press.
pp. 721–722.
3. Smith, William, ed. (1854–1857). "Pythium". Dictionary of Greek and Roman
Geography. London: John Murray.
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WAYS OF CREATING YOUR OWN CLOUD STORAGE
Gorovaya N.M.
National Aviation University
Scientific adviser: Kholyavkina Tatiana Volodymirivna

I. Introduction. Cloud storage is a cloud computing model that provides for
storing data on the Internet using a cloud computing resource provider that provides
data storage as a service and manages it. Cloud storage is provided on demand in the
required amount, paid upon use and eliminates the need to acquire your own
infrastructure for data storage and manage it. This provides flexibility, global
scalability and reliability. Data is available anytime, anywhere.
Cloud storage is purchased from a third-party cloud service provider, which
owns, manages and stores data storage resources and provides access to them via the
Internet with payment upon use. Cloud storage providers are responsible for the state
of resources, security and reliability, ensuring data availability for customer
applications around the world.
Applications access cloud storage through traditional storage protocols or
directly through the API. Many providers offer additional services designed to protect,
collect, analyze, and manage data on a massive scale [1].
II. Problem statement. Ability to use cloud storage. If you have the Internet,
you have all the files. These services also have drawbacks: they can be hacked,
outsiders can get files, and if the cloud owners are not satisfied, then you save them,
your account may be locked, and then all files will be lost, creating your own clouds is
great decision. Ability to use cloud storage. If you have the Internet, you have all the
files. These services also have drawbacks: they can be hacked, outsiders can get files,
and if the cloud owners are not satisfied, then you save them, your account may be
locked, and then all files will be lost, creating your own clouds is great decision.
Personal Cloud Benefits:
 There are no limits. You can store as many files as can fit on the drives in your
computer.
 No fees, everything is free (except electricity).
 Full privacy. Files are copied from the computer to other devices without using
a third-party server.
 Ability to share an unlimited number of folders and files with other users.
 Management of access levels to files and folders.
III. The main part. Let's look at ways to create your own cloud storage:
1) The most affordable option (but only for MAC):
Most already have a router with a USB connector. If it supports connecting an
external drive, then half the system is ready. Some routers will have to be reflashed to
create a network file storage. It remains only to find a capacious external drive for
connecting via USB.
The general configuration scheme is as follows:
7
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1. Format the external drive or flash drive in APFS (Apple File System), Mac OS
Extended (HFS +) for systems older than macOS High Sierra or exFAT.
2. Take a router with support for external drives and connect a formatted disk to it.
The router may not support APFS or HFS + partitions. Sometimes this is solved with the
help of firmware, and sometimes it is necessary to use the exFAT file system.
3. Connect the network drive to macOS.
4. Reconfigure the backup location in the Mac settings or through the terminal utility.
2) Easiest option:
In order not to bother with the settings of the router, not to configure all kinds
of services and services, you can purchase the so-called NAS (Network Attached
Storage). Home network storage has many features, one of which is a quick and
convenient backup Time Machine. Most modern NAS directly out of the box support
this feature, you only need to activate the corresponding option.
The general configuration scheme is as follows:
1. Configure NAS for work in a home network.
2. Connect to the repository through the application or web interface.
3. Select part of the drive for storing Time Machine backups.
4. Format the partition or the entire drive into a suitable file system.
5. Reconfigure saving backups in Time Machine to the created network drive.
3) Сreation using a special service:
1. Go to the Tonido website and create an account.
2. Download the Tonido Server program. Install it, start it and allow it access
to the network (if the firewall dialog box pops up). This program creates a server
from a computer, so that files stored on it can be accessed from anywhere in the
world via the Internet.
3. The Tonido Server icon hangs in the notification bar. By clicking on it, the
browser opens the local address http://127.0.0.1:10001 with the service interface,
where you can specify which folders will be added to the cloud.
4. Download the Tonido mobile or desktop application. Run it and log in to your
account. If you see files stored on the computer in the application, then the cloud is
ready and you can use it. Now you will always have with you all the files you need [2].
A server running on a home computer cannot be considered a full-fledged cloud
service. The cloud is a professional solution that uses technology to distribute files
across multiple servers, so the risk of their loss is almost eliminated. The likelihood of
data corruption can be minimized at home - for this, for example, you can create a
RAID array. But even in this case, other risks remain, for example, physical damage
to the computer or its theft. Securing this is harder.
IV. Conclusions. This article describes common ways to create your own
cloud storage to solve storage problems and access files quickly.
References
[1] https://aws.amazon.com/ru/what-is-cloud-storage/
[2]https://www.iguides.ru/main/diy/kak_sozdat_sobstvennoe_oblako_gde_mozhno_bes
platno_khranit_lyuboy_obyem_dannykh/
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WHAT SKILLS OF A PROGRAMMER WILL NEVER BECOME OBSOLETE
AND ALWAYS BE IN DEMAND?
Semenuyk V.
National aviation university, Kyiv
Scientific advisor – Fursenko T.M., Ph.D. in pedagogy

Today, programming is at the peak of demand. All industries are developing
thanks to technologies that programmers create, so this profession is considered one of
the most promising. Programmers' skills for different specializations will vary.
However, any programmer solves many problems that require not only logical
thinking, perseverance, a creative approach to solving each problem, but also the
ability to constantly improve.
Most of the programmer’s work involves writing source code in one of the
programming languages. There is always the possibility of vulnerability in a product,
so it is important for a programmer to be able to write not just clear, but a safe code.
Attention to code testing is a key skill for safe programming, without which it will
never be possible to protect a web application from hackers. Since companies compete
for qualified specialists, this skill will help you get into the most interesting and
advanced projects.
I also want to add that one of the most important skills for a programmer, and
for an IT specialist as a whole, is the ability to plan and manage his time.If it is
pumped, a reliable member of the team is obtained from the developer. Violation of
the promised terms even for the most experienced programmer with extensive
knowledge can turn into a conflict and at least spoil his impression of a specialist.
Like any other skill, the ability to plan time can be pumped. First you need to
learn to understand exactly how much time it takes. Today, there are a lot of tools for
this: plug-ins, time trackers for development environments, extensions to chrome,
fitness bracelets with a reminder, etc. In the evening or at the end of the week, you can
sit down and analyze how many hours you actually devote directly to your direct task.
All "distracting" actions (chatting, drinking coffee, watching videos on YouTube) also
need to be considered. If it becomes clear that you are not efficiently allocating your
work hours, you can use pomodoro methods or similar time management techniques.
Having real information about how long you can complete a certain task, you can plan
work with great accuracy.
As a result, I can say that the ability to write clear code, proficiency to plane and
manage time, system thinking, working with version control system – these and other
skills are useful regardless of the direction of development and technologies used.
References:
1. ТОП-10 качеств программиста [Electronic resource]. – Mode of Access:
https://geekbrains.ru/posts/programmer_top_qualities
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AN APPLICATION FOR TEACHING CHILDREN WRITING
Shapovalova S.V.
National Aviation University, Kyiv
Academic adviser – Piskunov O.G., Cand. Sc. (Phys.-Math.), doc.

I. Introduction. The developed product is a game program built on the rules of
the well-known game "Guess the word". This program is very common among
children as well as young people, but is usually played with paper and pencil and has
at least two players, as one spells the word and the other guesses. My software allows
me to dive into the world of this game and play it myself. Moreover, it does not
require a lot of computer power and can run on almost any computer.
II. Problem statement. The "Guess the Word" game originated in the
Victorian era, "says Tony Augarge, author of "The Guide to World Games." the player
writes the first and last letters of the word for animals, and the other player guesses the
letters between them.
III. The main part. Our task was to develop an application for teaching
children writing. Its main requirements are: 1) Matching each word with several
different pictures. 2) Displaying the letters in a chaotic order from which the child will
make up the word (Fig. 1). 3) Messages on the child's actions (whether she spelled the
word correctly (Fig. 2). 4) Memorizing and displaying the history of children's
attempts (Fig. 3).

Fig. 1. Display letters in a chaotic order

Fig. 2. Message on child's actions

Fig. 3. Display history of children's attempts

Fig. 4. An example of a game

Additional features of our program are that it is presented in Russian,
Ukrainian, English, German, which allows to learn foreign languages in a game form.
IV. Conclusions. After testing the created program, we can conclude that the
program works without errors and provides a full operation with any input data. It also
processes data without failures.
References
1. Aho A., Hopcroft J., Ullman J. Data structures and algorithms - M .: Izd. Williams
House, 2001 - 384s.
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APPLICATION OF THE NEWTON METHOD IN TASKS
DYNAMICS OF AIRCRAFT FLIGHT
Zakalata D.Ju., Liakhovskyi V.
National aviation university, Kyiv
Supervisor – Polukhin A.V., cand. of techn. sciences, associate professor

The development of a mathematical model of the motion of an airplane in
space is carried out using the basic theorems of solid state dynamics. In order to
simplify this model, certain assumptions are made, in particular, it is considered that
the aircraft has a vertical plane of symmetry, absent deformation of the structure;
flexibility of the design is not considered; internal and external Carioles and variation
forces and moments are not taken into account. However, despite the assumptions, this
mathematical model has the form of a rather complex nonlinear system of 12th-order
differential equations [1].
It is known that the aerodynamic characteristics of an airplane are nonlinear
functions of many flight parameters and are usually given as graphical or tabular
dependencies. This raises the problem of determining the specific values of these
characteristics in the process of computer simulation of flight dynamics of an airplane
using a nonlinear mathematical model. In particular, interpolation polynomials of
Newton, Lagrange, canonical form, spline interpolation, etc. are used to solve this
problem [2].
In interpolation there are a number of practical problems arise: choosing the
most convenient way of constructing an interpolation polynomial for each case;
optimal, due to the experience of the researcher, choice of nodes of interpolation to
obtain the minimum error and others. The authors of the study for the interpolation of
nonlinear aerodynamic characteristics have chosen Newton's interpolation polynomial,
which is the most successful for various reasons for use in this case [3].
The accuracy of modeling the original aerodynamic characteristics of a midrange aircraft was investigated with the help of the Newton interpolation polynomial,
for which a software mathematical model of aerodynamic characteristics in the C #
programming language was built [4].
It is shown that with uniform sampling of nodes of interpolation it is expedient
to use Newton's polynomial. Moreover, the higher the polynomial order, the higher the
accuracy of interpolation. The developed models of aerodynamic characteristics can
be used in a nonlinear model of aircraft flight dynamics.
References:
1. Николаев Л.Ф. Аэродинамика и динамика полета транспортних самолетов /
Л.Ф. Николаев. – М.: Транспорт, 1990. – 392 с.
2. Амосов А. Вычислительные методы: учебное пособие / А.А. Амосов. – М.:
МЕИ, 2008. – 672 с.
3. Лоран П. Апроксимация и оптимизация / П.Ж. Лоран. – М.: Мир, 1975. – 496 с.
4. Шилдт Г. C# 4.0. Полное руководство / Г. Шилдт. – М.:, 2011. – 170 с.
11

POLIT.Challenges of science today, 1-3 April 2020
PROSPECTS AND DIRECTIONS OF DEVELOPMENT OF ONBOARD EQUIPMENT COMPLEXES ON THE BASIS OF INTEGRATED
MODULAR AVIATION
Ishchuk D.L.
National aviation university, Kyiv

Scientific adviser – O.P. Slobodyan
The type of avionics of the future is associated with the global trend of
development of avionics systems based on deep integration of systems and
generalization of software and hardware resources. On the one hand, there is a
growing need to increase the functionality of equipment while simultaneously striving
to reduce its cost and reduce operating costs. On the other hand, the existing and
projected levels of technology and element base development allow for deeper
integration at the hardware and algorithmic levels.
In this regard, we can identify the following conceptual directions for
improving avionics systems based on integrated modular avionics (IMA):
• creation of a unified set of open fault-tolerant adapted network architectures
based on a scalable IMA with the use of advanced interfaces (Ethernet, Fibre Channel,
Wi-Fi, SpaceWire) in the IMA platform between functions, sensors and Executive
elements that ensure effective construction of dynamic structures with the network
organization;
• further unification of modules and components in order to reduce the range
and timing of the development of BSC, weight and size characteristics, increase the
performance of the element base, reliability and fault tolerance;
• development of a multi-functional, fully integrated software-configurable
unified IMA / SDR / CNS radio system;
• implementation of effective built-in monitoring tools to improve fault
tolerance, maintainability, and maintenance;
• development of new OEC functions and cockpit functionality with
to improve the safety and economic efficiency of flights.
A promising onboard equipment complexes (OEC) should have an open
network fault-tolerant and feature-oriented architecture based on a scalable IMA using
a single computing environment (platform). In this case, the functions of the complex
systems are performed by software applications that share common computing and
information resources. An important feature of this architecture is the absence of
"hard" and permanently established connections between the sensors of onboard
equipment (information channels) and computing facilities. This allows for a dynamic
reconfiguration of the OEC structure with appropriate reallocation of resources.
Within the computing environment, structures are formed (with connection to the
necessary information channels of the complex) for the optimal performance of each
OEC function. Each resulting structure is formed only for the duration of the specified
function. Thus, the overall configuration of the computing environment is dynamically
rebuilt during the operation of the complex. This structure should include highly
12
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integrated multi-functional systems of basic functions, for example, a single softwarecontrolled radio system for communication, navigation and surveillance.
The structure of the onboard equipment complex is implemented using a
minimum range of unified interchangeable open standard products (modules, systems)
with high performance and energy efficiency. Circuit solutions for the platform's
functional modules involve the development of:
• processor modules based on multi-core microprocessors with high
performance and low power consumption;
• graphic modules that generate 3D images with a resolution of at least
1920x1200x60 Hz;
• network switches with high reliability and low power consumption;
• power supply modules with compensation for power interruptions.
It is necessary to develop effective methods of cooling modules with high
energy efficiency based on the ANSI\VITA 48.5 standard. for modules of crates and
blocks, it is assumed to use light composite materials. In the near future it is expected
to switch to widespread use "System on a Chip-SoC", which are ultra-large integrated
circuits (ULIC).
In order to ensure the necessary level of flight safety and reduce the cost of
creating a OEC, it is necessary to use the most promising design technologies that
meet the following requirements:
• compliance with the generally accepted world regulatory and technical
documentation;
• use of a system of specifications with requirements tracking that is generally
accepted by the world's leading aircraft manufacturers;
• the possibility of automation of development processes;
• openness.
The implementation of these trends in the development of avionics and OEC,
advanced management methods requires the development of these components,
ensures the safety and efficiency of flight operations of next-generation aircraft in
complex multi-factor conditions.
Referenses
1. SAE ARP 4754A. Guidelines for Development of Civil Aircraft and Systems.
2. Галушкин В.В., Катков Д.И., Косьянчук В.В., Сельвесюк Н.И. Технология
создания комплексов бортового оборудования воздушных судов // Тезисы докладов
Всероссийской
науч.-тех. конф. «Навигация, наведение и управление летательными аппаратами»
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Nowadays, there are a lot of problems associated with information security of
users on the Internet. It should be noted that one of the most popular and profitable
professions in the field of information technology is an information security specialist.
Information security in large-scale plans (large companies, organizations,
government bodies, etc.) is one of the most pressing topics of today's generation.
However, according to statistics, the main percentage of problems associated with the
protection of information falls on ordinary users. Due to their carelessness or
ignorance, users can provide Internet fraudsters with financial “investments”
equivalent to the salaries of specialists. Among hacker methods, there are many ways
to “extract” confidential information (user passwords, credit card numbers, phone
numbers, etc.). One of the most common and effective ways: creating phishing sites or
using keyloggers.
Keylogging programs, commonly known as keyloggers, are a type of malware
that maliciously track user input from the keyboard in an attempt to retrieve personal
and private information. Increasing computer use for common business and personal
activities using the Internet has made effective handling of keylogging urgent.
Additionally, the Internet has not only become a major conduit for placing and
distributing malicious programs, but also an aid in their infection and execution. The
enormous potential of the Internet has therefore led to an increase in keylogging
attempts with a linear annual increase in unique keyloggers
Keyloggers are hardware devices or software that can record all user actions on
the keyboard and mouse, as well as the cursor position on the screen. One of the main
functions for hacking the user account of this device is fixing the time of keystrokes to
build an event chronology. When a user enters passwords, data about his credit card,
or writes a confidential letter when entering them through the keyboard, he is attacked
by a cybercriminal. The keylogger usually works secretly and is embedded in the
operating system, it recognizes the codes of the pressed buttons and saves the
information that is stored in the log files locally on the computer, and then transfers
them to the attacker via the Internet.
Unlike other malicious programs that encrypt or delete information,
keyloggers secretly record all data, and this is their main advantage. Modern
keyloggers are capable of matching input elements with input windows. This means
that in the end, the attacker will receive not just a list of unencrypted combinations,
but a detailed report that will describe all the details of the information entered in
the time interval of interest.
Despite the obvious unlawful use, the keylogger can be used for good
purposes, parents can look after their children, and large companies and corporations
use keyloggers to monitor their employees.
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Generally, there are two types of keyloggers. Depending on the application
method, either a software keylogger or a hardware keylogger is used. A software
keylogger is used much more often than a hardware keylogger since hardware
keyloggers (usually ironed out like flash drives) require direct access to the storage
medium. Usually, software keyloggers get to the victim’s computer due to their
carelessness. The victim downloads a malicious file from an unverified source, and it
is introduced into the computer’s operating system thanks to a trojan or other virus.
For older operating systems, keyloggers exploit vulnerabilities in browsers, or in the
operating systems themselves, thanks to which the keylogger also spreads.
The most popular technical approaches to building software keyloggers are:
• system trap for keyboard keystroke messages (set using the WinAPI
SetWindowsHook function to intercept sent messages);
• Cyclical keyboard survey (using WinAPI Get (Async) KeyState);
• Windows keyboard driver stack filter.
Most modern keyloggers are considered legitimate software or hardware and
are sold on the open market. Developers and suppliers provide a list of cases where it
would be legal and appropriate to use keyloggers.
Keyloggers are distributed in much the same way as other malware using the
following methods:
• a keylogger can be installed when a user opens a file attached to an email;
• a keylogger can be installed when a file is launched from an open-access
directory on P2P;
• a keylogger can be installed using a web page script that exploits a browser
vulnerability (the program automatically starts when a user visits an infected site);
• a keylogger may be installed by another malicious program already on the
victim's machine if the program is capable of downloading and installing another
malicious program on the system.
The most popular keyloggers on the market are designed for both hackers and
the corporate sector, so some keyloggers are not too concerned about stealth. For
example, the “SC-KeyLog” keylogger is free and does not include only a standard set
of functions.
It should be noted that the keylogger is not a virus application; it is not able to
spread to the "open spaces" of the operating system. If a hacker uses RootKit
technology (invisible protection), then the presence of a keylogger in the system is not
noticeable for both users and security software (antiviruses, anti-rootkits), and
keyloggers are not displayed in the log of running programs either.
The keylogger enters the computer through the fault of the victim, so you need
to protect yourself by updating the operating system and browser. But if nevertheless,
the keylogger got on the victim’s computer, and he/she doesn’t know anything about
it, then it is necessary to adhere to the rules that will protect against theft of
confidential data. You do not need to use the clipboard to copy passwords that are
difficult to remember, but use autodial in the browser, do not use the default security
policy but configure the security policy yourself.
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STRUCTURING THE CODE ON SWIFT
Melnyk V.E.
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1. Introduction. Data load synchronization is a one-way, continuous way of
retrieving information between two media. During synchronization, the process steps
are performed in a certain order or simultaneously [1].
With the increase in the number of blocks of execution increases the cost of
device resources, increases the complexity of their management, and therefore
increases the need for structuring synchronization in such a program.
2. Problem statement. Increasing the number of runtime blocks during
synchronization can result in rapid loss of device resources. In addition, with
increased load - increases the response time of the program, which will seriously
affect the user interface. But, unlike normal downloading, it can contribute to the leak
of RAM and therefore the "downfall" of the program. This in turn leads:
1) to increasing the amount of data loss when downloaded;
2) until there are serious issues with the incompatibility of changes made
during runtime [2].
3. Main part. In Swift, you can use runtime blocks and queues to work with
sync. Execution queues at any given time can perform one of the tasks. They must be
consistent or multi-threaded.
To group tasks to perform, corresponding variable blocks are created into
which the request code is written to the network. These tasks are added to a dedicated
pool of objects, with each one running independently [3].
All blocks of code will run synchronously, which will not load the interface
and create memory leaks [4]. Therefore, the possibility of a program crash will be
close to zero.
The alternate search will be performed by using the position metric in it.
Accordingly, 0 is the starting element. The loop will continue until the list is
complete. This will facilitate consistent execution, and therefore no cross-flow
competition will be possible.
Completing one block of code will call another. And if an error occurs, the
entire execution queue will end. This will allow the user to see the result. But it will
provide security against variable overwriting and looping of the program, which
may cause it to fall.
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Query synchronization algorithm

Fig. 1. Synchronization algorithm
Conclusions. Using a query synchronization mechanism for a large number of
code blocks allows you to use a small amount of resources.
The presented version of synchronization solves the problem of memory
leakage and greatly speeds up the program, unloads the user interface and prevents the
program from crashing. However, this result was achieved at the cost of complicating
code implementation.
References:
1.
Synchronization
(computer
science)
[Information
resource]:
https://en.wikipedia.org/wiki/Synchronization_(computer_science)
2. Concurrency in Swift 3. GCD and Dispatch Queues [Information resource]:
https://habr.com/ru/post/320152/
3.
Data
synchronization
[Information
resource]:
https://en.wikipedia.org/wiki/Data_synchronization
4. Secure Coding With Concurrency and Swift 4 [Information resource]:
https://code.tutsplus.com/articles/secure-coding-in-swift-4-with-concurrency--cms-29917

17

POLIT.Challenges of science today, 1-3 April 2020
IMPLEMENTATIONS OF FUNCTIONS’ PROPERTIES
FOR SOLVING EQUATIONS WITH PARAMETERS
Polukhin А.V.
Lycee №142, 10th grade, Kyiv
Supervisor – Оvchynnykova Т.А.

All natural processes can be described as mathematical models. These models
can be described by a wide range of equations or systems of equations that contain a
set of parameters. This way, tackling natural issues is usually equivalent to solving
systems of equations with parameters. The analytical solutions for these systems are
quite complicated and require non-trivial methods.
To predefine the method (analytical, graphical or some heuristic approach) it is
quite important to classify the domain of the task from an upper-level point of view.
Classical methods are reliable though may lack flexibility. Handling non-standard
problems, which cannot be solved by a mechanical application of formulas, often
leads to deploying advanced mathematical methods.
Some examples have been described in [1-3]. Nonetheless, the described there
approaches cannot be perceived as structured enough to be treated as an independent
theory. In these papers, a small number of equations are considered, the solution of
which implies the application of this approach, but they are not integrated into the
system and the logical steps are not clearly identified.
The purpose of this study is: implement a methodology based on functional
properties for classification analysis of the task with native parameter; create step-bystep rules based on the introduced methodology and reveal how they can be used in
particular examples.
The hypothesis for this research: the implemented methodology based on
functional properties will simplify finding the solutions, revealing that perceived
equations or systems of equations have the specific quantity of solutions, and assist in
solving proposed tasks.
The research results: step-by-step rules representing the usage of function’s
properties for solving equations with parameters are described.
Author's contribution: a new set of tasks and explanations for algorithms of
their solutions has been implemented. This set of tasks can be implemented in
A-students exercising. All the suggested rules are checked.
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1. Introduction. Deep learning models gain experience from a large amount of
signed data and neural network architectures, that are looking for special features
directly from the data without the necessity of the removal of the manual feature.
Neural networks are organized as layers, that consist of linked nodes set. Deep neural
networks may be divided by dozens or hundreds of hidden layers, but traditional
neural networks only consist of 2-3 layers.
Machine pattern recognition – is identification and classification of the objects
with cluster analysis of the result by means of information recognition methods. All
the features of objects for recognition must be found to solve the recognition
problems. Features are determined, probabilistic, logical and structural [1].
2. Formulation of the problem. For the past years StarCraft, that is known as
one of the most difficult real-time strategy games (RTS) and one of e-sports games
with the longest game history ever, has formed into “epic challenge” for achievements
in AI area.
There is no particular winning strategy in StarCraft. That’s why AI should
always spread and research its knowledge about strategy during the whole learning
process. What’s more important is hidden information for gamers, that can be
discovered during the in-game research process. As game duration may be more than
one-hour, causal links may not bring the immediate result as it is in real-life situations.
So that some actions are done at the beginning of the match may not reflect on
winning strategy in any way. StarCraft gamers continuously making decisions, that
support the game genre. Various game objects can be controlled in parallel and there
are many hierarchical actions, that can be complemented and changed in particular
dependence with having an impact on variability.
From the task description, it is seen that for AI researchers StarCraft is a
challenge. AlphaStar program for StarCraft – the first Artificial Intelligence, that has
beaten the best professional gamer.
3. Main part. The learning algorithm with multiple users is used in AlphaStar.
In the beginning, a neural network was learning under the control of anonymous
human games recordings. Deriving the results, AlphaStar allowed memorizing the
main micro- and macro strategies used by gamers. Later, these agents were used as the
basis for the multiple agents' reinforcement process. When the league was created, the
agents in it were competitors and played games between them, similarly to real
players, that were gaining experience in StarCraft, playing StarCraft ladder. The new
competitors were sooner or later involved into the league by means of separating them
from the current competitors and each one is studying on games against the other
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ones. This new studying form adds the idea of learning based on population and
multiple agent’s reinforcement, showing the constantly discovering process of
StarCraft gameplay. It guarantees that each agent has a successful performance against
the most powerful strategies and keeps in mind how to prevent the previous ones.
For the variety of attraction in the league, each seeks its own goal. For
example, whom from the league this agent should want to play against and any
additional inner motives, that change the way the agent is playing. One agent may
have an aim to beat another one particular agent, whereas another agent probably
should defeat the whole unit of them, but make it by building more certain game
items. These learning goals are adapting during the training.
Conclusions. AlphaStar is based on techniques, that can be used for various
problem-solving. Such architectural neural network type is able to model long action
sequences with different probabilities of their occurrence in long-term games, that
contain thousands of actions, based on the incomplete information. The neural
network predicts and calculates an expected sequence of actions for the rest of the
game time. Forecasting long data sequences is a real task for many examples:
forecasting the weather, modelling the climate change, recognition and translation of
the language etc.
Regarding security and safety AI, some learning methods appeared to become
useful. The most complicated problem in the AI area – detection of the number of
events, when the system error occurs. Back in the day, professional gamers were able
to find out the ways for beating AI because of its logical errors and the lack of
accuracy in making decisions. So that AlphaStar, taught by the league, detects such
decision-making errors and makes the general evolution process more safe and secure
from similar situations. This innovative approach can be used for improving the safety
and security of AI systems. In the areas, where errors may be crucial, such as in
energetics, it’s critical to react such quickly and carefully in crucial situations [2].
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І. Introduction. With the development and spread of neural networks to solve
a wide range of different tasks, the developers of artificial intelligence faced the
problem of training neural networks. The neural network is trained through
experiments, that is, before solving a specific problem, a test sample of data is created
on which training is conducted. The problem is that in fact, test samples in many
problems have little data for training because usually the amount of data is
significantly limited at the stage of testing a neural network.
ІІ. Formulation of the problem. Based on this problem, it was decided to
create an application in the programming language C# /.Net to solve this problem,
given the fact that there is a potential lack of new data for testing a neural network.
ІІІ. The main part. Pushing off from a variant new null data on one or another
reasons it was decided to create an appendix for the generation of images for testing of
neural networks work of that can be divided into three tasks (methods / are the stages):
1. An application can create a set of random pixels and save them as images.
It is possible to choose how many images to create and what size they will be. The
goal of this task is to allow neural network developers to embed these images from
random pixels into their test images. The effectiveness of this method is small enough
if the neural network has been trained for some time before.
2. The main task of the application. The input is an image on which testing
has already been carried out (or any other image), after which the application
generates a new image - a version of the input image corrupted by a set of random
points. So we have an image with garbage at the output, which prevents the neural
network from recognizing, such garbage is called noise. There is the opportunity to
generate a given number of such new images with noise and there is an option to
generate noise in increasing numbers, that is, with each new source image there will
be more noise. This method has the highest efficiency, since it allows testing a neural
network for a rather long time on a small test sample, especially when it is not
possible to increase the amount of test sample data before operating a neural network.
3. Assignment of this task to take an input image and change its color. The
output is the same image, but it is black and white or gray or red, depending on what
you choose. In such images of a neural network, it is difficult to recognize the desired
image. This method as a demonstration of the development prospects of the
application.
IV. Conclusions. So, software was developed for generating images for testing
neural networks, given the limitations of the test data sample.
As a direction for future research on this topic, I can move on to improving the
application using third-party libraries to add filters for changing contrast, color
intensity, etc.
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The rapid digitalization of our world has led to exponential growth of
information in electronic format. Every day the diversified organizations create and
manage a huge number of documents, contracts, publications, training manuals, etc. [1].
One of such organizations is National Kyiv-Pechersk Historical and Cultural
Reserve. Every day specialists use information about 140 monuments of cultural
heritage of Ukraine (located on the territory of Reserve) from archival documents.
Creating document management system can help with document storage organization
and give the ability to control secure and access of all information.
The following factors were identified as the main advantages of existing
document management systems: cleaning up the digital mess (storing all electronic
documents in one central location), reducing the reliance on paper (saving additional
costs for printing, storing, etc.), improving overall work efficiency (reducing time spent
for searching necessary documents), providing access control (information security).
However, the existing document management systems have certain
shortcomings, such as: excessive functionality, high costs, lack of integrations (can be
available only for some devices), limited support for standard office document types
and restriction of document storage capacity. Therefore, there is a need to create own
system to avoid these problems.
In this study, the creation of a document management system is divided into 2
stages: document repository design (creating database) and setting up access for all
employees, and user interface design for ease of use.
The author of the study has designed system using the following tools and
technologies: MySQL, Symfony Doctrine Bundle – for database development, PHP
(Symfony Framework) – for user interface functionality development, HTML and
CSS – for creating structure and design of main pages, PhpStorm – integrated
development environment.
The result of the document management system design is: creation of a
systematic database of documents for monuments of cultural heritage, setting
functions to manage existing information (add / delete files, change information about
monuments), providing optimized search and wide access of employees to the
necessary information.
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І. Introduction. Machine learning progress is measured by a thorough
evaluation of common interest issues. Anyway, the increasing of reference sets and
environments, attacks by rivals, and other complications weakened the basic evaluation
model, forcing researchers to make a choice. Deliberately or accidentally picking
cherries is becoming more likely, and developing well-balanced evaluation packages
requires more and more effort. The Nash averaging approach is based on a detailed
algebraic analysis of the structure of the estimate in two main scenarios: agent-againstagent and agent-against-task. Automatically adapting to redundancy in the estimates is
the main advantage of Nash averaging, so the results are not affected by the inclusion of
simple tasks or light agents. Thus, since there is no harm (other than computational
costs) from including all tasks and agents that are available Nash averaging contributes
to the most inclusive evaluation.
2. Formulation of the problem. AlphaStar is an AI that must defeat players in
the StarCraft II game and it been introduced by DeepMind. For training purposes, the
highly scalable training setup that can be distributed was built with the Google TPU v3
has been created. It supports the great number of agents trained on many parallel copies
of the game StarCraft II. The League of AlphaStar has been using 16 TPUs for each of
agents and running for 14 days. Each agent gained experience up to 200 human years of
playing StarCraft.
Initial training of AlphaStar agents started from analize human replays of the
game, and then compete against other agents in the league. At each iteration, new
competitors branch out, the original competitors freeze, and the probabilities and
hyperparameters of establishing matches can be adapted, which determine the learning
goal for each agent, increasing complexity while maintaining diversity. Agent
parameters are updated by reinforcing training based on the results of the game against
competitors. The league distribution kit – is the most effective combination of strategies
that have been discovered and work on the same desktop GPU. The final agent is
selected (without replacement) from it.
3. Main part. A multidimensional Elo rating (mElo) is needed for handling
cyclic interactions. The Elo rating was originally designed to rank chess players, and is
currently widely used to rank players in other games.
Nash averaging is an evaluation method that stays unchanged to superfluous
tasks or agents. The main idea is playing a meta-game based on the evaluation data. The
meta-game has an out-and-outer maximum Nash entropy equilibrium. The main idea is
that maximum-entropy Nash automatically adapts to the presence of superfluous tasks or
agents. We find that when averaging over Nash, a human’s work efficiency is associated
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with the best of the agents, which submits that higher than a human productivity is has
not been achieved yet.
Suppose n agents play a series of pairwise matches against each other. Elo
assigns a rating to each player based on their wins and losses, which we represent as an
n-vector. The predicted probability of beating given their Elo ratings is:

The Schur decomposition and combinatorial Hodge theory provide a unified
framework for analyzing evaluation data in the AvA and AvT scenarios.
In Agents vs agents (AvA), results are collated into a matrix of win-loss
probabilities based on relative frequencies. Construct
Matrix A is antisymmetric since
[1].
Conclusions. New league competitors were created when AlphaStar league is
progressed. The nash distribution is the least exploitable set of complementary
competitors, the competitors that are new – should take most highly value of weights. It
is demonstrating continual progress against all competitors from previous trainings
In conclusion, Nash evaluation computes a distribution on other agents that sized
using redundant dataset. Agent-agent interactions and measuring can be provided an
invariant approach. In other hand, Nash averaging encourages a maximally inclusive
approach to evaluation. Simple tasks or poorly performing agents has no affection of the
results. And as shown more objective evaluation can be achieved by using Nash
averaging [2].
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Introduction. The whole structure of the online casino is a combination of 3
systems: casino API, platform and banking system. In this paper, only the platform
system will be considered. Today, there are many software companies for online
casinos. The platform (software) that these companies provide is mainly responsible for
the game process. The most common online casino games are blackjack, slots, baccarat,
roulette, craps, as well as newer table games like Pai Gow Poker, Cyberstud Poker
(Caribbean Stud Poker), and Poker Ride (Let ‘Em Rid). Our software will include some
of the listed games.
1. Requirement analysis for online Casino constructor and its developing in
Unity3D. Online Casino constructor description. Online casino constructor is a software
that provides ready-made services and user interface components. The "skeleton" of an
interface is a canvas that is divided into grids. The user has the ability to place the user
interface components manually on the grid. This software is designed to speed up the
process of developing a casino. For the preparation of prefabs and requirements, the
following rules exist: 1) The UI component must comply with the requirements; 2) The
code component must comply with the requirements; 3) Functionality must fully meet the
requirements. Depending on the requirements that are compiled during the conversation by
the customer, the services offered are compared with the requirements. Requirements that
do not correspond to the services already existing in the platform increase the cost.
Plan for gambling project Casino constructor developing
1) Gather components according to casino tasks from Asset Store. Some
ready-made user interface elements and prefabs can be downloaded from Asset Store,
this will save time. For this project Rock Climber Slot Game Kit and Common Casino
Bundle will be used.
2) Define possible user scenarios performed while playing casino. The task
diagram will reflect the main tasks of the user and the casino (Fig.1).
3) Match components (prefabs) to parts of user scenarios by events. Services
should be matched to specific prefab. Each prefab provides specific functionality. For
example: a prefab “Slot machine” is a GameObject that consists of other objects, such as
a box collider and mesh. This is an object with which the user will directly interact.
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Fig.1. User and casino tasks diagram

Fig. 2. “SlotMachine” prefab constructed from Common
Casino Bundle asset.

Fig.3. Slot machine demo scene constructed with
Rock Climber Slot Game Kit asset.

By clicking this element user will switch to a new scene Slot machine (Fig. 3).
This scene, in fact, is the Slot Machine service. Each cell, like each slot, has a
unique ID. Here, the random number generator generates an array of icons’ IDs, which
will be further divided by grid according to the index in the array.
Process of game scene Construction. How will the user place elements on the
canvas? Canvas contains a Grid Layout Group. Grid Layout Group ignores the preferred,
minimum, and flexible size properties of its contained layout elements, and instead assigns
a fixed size to all of there elements which is defined with the Cell Size property of the Grid
Layout Group itself [4]. The grid group is a 5x5 grid in which the developer will place
prefabs as the customer wants it. An example of such a grid can be seen on the demo scene
of a slot machine (Fig. 3). To create a Grid group, first the Panel element should be added
to the canvas [2]. The panel is needed to group certain interface elements. Next, developer
should click "Add component" and enter the Grid Layout Group.
4) Checking the compliance of the compiled software (casino) to specifications.
Functionality and code of software should be checked and tested for
compliance with the specification. The following development cycle is used to
develop a casino:
1) Match prefabs to points of requirements specification;
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2) Compose a game scene;
3) Edit Game scene manually;
4) Design prefabs specific to current requirement specification;
5) Test
5.1. Unit testing of new designed prefabs;
5.2. Integration testing of all game components;
5.3. Performance testing.
In addition to unit testing, integration testing and system testing will be conducted
as well as global testing involving a focus group of 100 players who will receive a reward
for participating in the testing. Testing consists of 3 stages [3]:
1. Alpha testing is software testing at a late stage of development and consists in the
systematic verification of all program functions
2. Beta testing is the intensive use of an almost finished version of the product in
order to identify the maximum number of errors in its work for their elimination before
release.
3. Release candidate: based on beta test reviews, changes are made to the software
and bug fixes are checked [1].
After going through all the stages, the product can be released for general use.
Conclusions. The author’s approach to planning and developing an online casino
platform in Unity 3D was shown. The details of the platform, which is being developed
according to the typical casino specification, were demonstrated. The goal of this project is
to create software that will help developers of online casinos in creating a platform so that
they will have ready-made grids and repositories with services. In accordance with the
plan, a specification is being developed. Next, a task diagram for the user and the casino is
constructed, which was demonstrated on Fig. 1. On the example of the prefab Slot
machine, a general approach to the maintenance of services in this environment was
shown. In the future, these services will be located on the canvas as the developer wants or
as the customer sees it. When compiling services, the features of the prefab structure were
taken into account. For software design, the online casino infrastructure was studied.
Several types of testing will be created for software.
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Today, with the development of the telecommunications industry, subscribers
can save their number even if they change mobile networks. This is good news for
users, but bad for businesses and market research companies, insurance agencies, travel
agencies, universities and other organizations that periodically phone or text a large
number of people in their database. One of the main reasons for creating a HLR
Lookup Information System is that many of these phone numbers can often no longer
be active.
Phone Number Validation Information System (HLR Lookup) allows you to
increase the efficiency of sending a large number of messages by using only active
numbers [1, 2]. With the HLR Lookup system, a company can save resources (material
and human), which gives it an edge in the competitive services market, and this
advantage can be critical. There are several areas for effective use of the HLR search
service. Here are the main features and directions of using HLR Lookup:
• Updating databases of corporations and companies. The use of the HLR
Lookup system allows the customer to accurately determine whether the actual mobile
phone numbers are activated, deactivated, disabled or roaming. The advantage of using
HLR search is that there is no additional cost involved because the system only checks
the specified number and does not send a text message to the client (the client never
receives a message).
• HLR Lookup can also significantly assist colleges and universities in their
marketing initiatives by streamlining the student recruitment process, as the admissions
office of the educational institution addresses potential applicants;
• SMS and VOIP providers, such as Skype, can use HLR Lookup to determine
which mobile network the number belongs to, whether it is roaming or transferred from
one carrier to another, and automatically assign a route for a phone call;
The developed phone number validation system offers the user quick access to
full information regarding the mobile number: whether this number is valid, whether it
is currently active on the mobile network, network name, or roaming number, covering
all countries of the world. The request also returns meta information such as
International Mobile Subscriber Identity (IMSI), Mobile County Code (MCC) and
Mobile Network Code (MNC).
All mobile operators connected to a network known as the Signaling System
No. 7 (SS7). The SS7 forms the basis of the SMS (Short Message Service) text
messaging system, and is used by cell phone operators to exchange information about
setting up phone calls, transfer numbers, prepaid billing systems, and more. HLR
search services receive information by sending a corresponding message via the SS7
mobile alarm network.
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The Home Location Registry (HLR) is essentially the central global database of
all mobile phone subscribers registered on a particular mobile network. Each mobile
operator (Vodafone, China Mobile, Telefonica, T-Mobile, Airtel) uses an HLR to
verify the accuracy of a phone call when the call is registered by a transmitter, either in
a person's home network or when a person is roaming. By constantly updating in real
time, HLR stores the most accurate and up-to-date information about a mobile phone
subscriber anywhere in the world, as well as the data on each SIM card issued by the
mobile phone operator. Main advantages in performing phone number validation:
• cleans up mobile number databases by identifying and deleting invalid and
deactivated numbers, allowing companies to reduce their costs by sending text
messages to valid numbers only;
• enhances the marketing functions of the organization by allowing it to focus on
an up-to-date database of clients, clients, alumni or members;
• promotes traffic optimization and routing for VOIP, SMS and voice calls by
defining the subscriber's home network;
• improves the accuracy of billing on the network by identifying the network to
which the mobile number now belongs;
• distinguishes between invalid numbers, numbers experiencing a temporary
problem, and handsets that are switched off;
• facilitates troubleshooting of SMS delivery;
HLR Lookup offers the ability to perform Least Cost Routing (LCR) more
effectively. HLR Lookup gives an operator high-speed access to complete Mobile
Subscriber Integrated Services Digital Number (MSISDN) information. This includes
the serving HLR, details about the home network such as MCC/MNC, country prefix
and ported status, and visited network information, including where the subscriber is
currently roaming. This facilitates both traffic and routing optimization, ensures correct
network billing, and gives subscribers better service when they are roaming. Not only
does HLR Lookup provide operators with up-to-date, real-time network information,
but it also enables broader service coverage.
Today Enterprise HLR Lookup systems and their respective APIs have access to
a global network of SMS hubs and a multitude of geographically diverse links to the
SS7 mobile signaling network. They can use the power of high-speed technology to
accurately identify large batches of mobile phone subscribers in more than 200
countries.
References:
1. HLR Location Registry URL: https://www.infobip.com/glossary/hlr-home-locationregister , date of request 20.01.2020
2. PROTEI HLR / HSS Home Location / Subscriber Data Register (PROTEI HLR /
HSS). URL: https://www.protei.ru/products/hlr/, date of request 20.01.2020

29

POLIT.Challenges of science today, 1-3 April 2020
EXPERIMENTAL RESEARCH OF DEVELOPED ARITHMETIC
TRANSFORMATIONS ACCORDING TO RSA
Okhrimenko A., Kovtun V.
CIPHER PRO LLC, Kyiv

The national PKI regulates the use of a qualified electronic signature according
to the algorithms of DSTU 4145-2002, ECDSA, DSA and RSA. Operations of creating
and verifying electronic signature are based on various mathematical methods:
transformation in a ring of integers, field of integers and polynomials, in a group of
points of an elliptic curve. All these transformations are impossible without arithmetic
operations on integers. The authors have developed method of integer representation
with delayed carry (DCF) in works [1-2], main feature of wich is the absence of need to
take into account carryes, which allows to get rid of unnecessary assignment operations
and checks in the implementation of arithmetic transformations methods in high-level
programming languages, and also get rid from the analysis of the register marks for
possible carry. In turn, this leads to increased efficiency of software implementation on
processors with superscalar architecture and the capabilities of modern compilers to
predict transitions, parallel execution of commands, deployment of cycles, etc. Given
the specifics of DCF, when the order of operations on machine words is not significant,
it becomes obvious the possibility of parallel operations on the corresponding words. In
the software implementation, it is possible to use a parallelization scheme using
multiple streams.
To evaluate the effectiveness of the proposed in [1-2] methods of arithmetic
transformations, a software implementation was performed using Microsoft Visual
Studio 2015 programming language C ++ for a platform based on Intel Xeon E2146G
3.50 GHz running Microsoft Windows Server 2019 using 64-bit machine words.
The international electronic signature algorithm RSA is actively used in the
national public key infrastructure of Ukraine. Experimental studies were performed for
the following transformations in the RSA cryptosystem – signature crearion (digest
sign) and signature verification (digest verify sign). Pre-generated keys of size 1024,
2048, 4096, 8192 and 16384 bits with public exponents 3, 5, 17, 257, 65537 and 0 (the
number is generated in the range from 0 to 232) are used for experimental researches of
the proposed arithmetic transformations methods in cryptographic transformations
according to the RSA scheme. The values of the speed of these transformations are
specified in milliseconds.
To compare the results as a reference used operation without the use of the
proposed methods. The comparison was performed by comparing the average
execution time of 1 million iterations of transformations in the software
implementation. To evaluate the effectiveness of the proposed methods, is given a ratio
of the transformations measurement results in the cryptosystem RSA without the use of
the proposed methods to the results of measurements using the proposed methods.
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Table 1
Comparative results

16384

8192

4096

2048

1024

Key, bit

Original methods
Public
exponent
3
5
17
257
65537
0
3
5
17
257
65537
0
3
5
17
257
65537
0
3
5
17
257
65537
0
3
5
17
257
65537
0

Digest
sign
0,01
0,01
0,01
0,01
0,01
0,01
7
6
7
6
6
6
53
53
53
54
54
53
409
403
417
401
403
405
3075
3075
3078
3079
3071
3086

Digest
verify
sign
0,21
0,21
0,21
0,21
0,21
0,27
0,73
0,72
0,73
0,76
0,77
0,99
2,82
2,87
2,89
2,92
3,04
4,01
11,54
11,60
11,51
11,70
12,08
15,73
45,05
45,42
45,88
46,26
47,62
61,54

Developed methods
Digest
sign
0,01
0,01
0,01
0,01
0,01
0,01
6
7
6
6
6
7
52
52
51
52
52
52
390
396
396
392
397
395
2995
3000
3000
3006
2991
3069

Digest
verify
sign
0,20
0,20
0,21
0,21
0,21
0,27
0,74
0,74
0,73
0,73
0,77
0,99
2,74
2,82
2,86
2,81
3
3,91
11,41
11,35
11,31
11,28
12
15,48
44,8
44,6
44,98
45,5
47,33
61

Advantage
Digest
sign
1,00
1,00
1,00
1,00
1,00
1,00
1,17
0,86
1,17
1,00
1,00
0,86
1,02
1,02
1,04
1,04
1,04
1,02
1,05
1,02
1,05
1,02
1,02
1,03
1,03
1,03
1,03
1,02
1,03
1,01

Digest
verify
sign
1,05
1,05
1,00
1,00
1,00
1,00
0,99
0,97
1,00
1,04
1,00
1,00
1,03
1,02
1,01
1,04
1,01
1,03
1,01
1,02
1,02
1,04
1,01
1,02
1,01
1,02
1,02
1,02
1,01
1,01

The effectiveness of the proposed methods significantly depends on the binary
length of the integer. The proposed methods show their greatest efficiency when using
keys with a size of 4096 bits and above.
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